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PURPOSE

This plan sets out the steps the Council will take if personal data is lost, stolen, accessed without permission, or otherwise compromised.

1. What is a Data Breach?

· A breach can include:
· Loss or theft of paper or electronic records
· Sending personal data to the wrong person
· Unauthorised access (e.g., hacking)
· Accidental deletion or alteration of data
· Loss of devices containing personal data

2. Immediate Actions (Within 0–24 Hours)

i)   Identify & Contain – Stop further loss or access (e.g., recover device, change passwords, isolate systems).
ii)   Report Internally – Notify the Clerk / Data Protection Lead / Deputy immediately.
iii)   Record Details – Date, time, type of breach, data affected, number of people affected and how it happened.

3. Assessment (Within 24–48 Hours)

· Determine risk to individuals (e.g., identity theft, financial loss, distress).
· Decide if the breach is reportable to the ICO.
· If high risk, prepare to inform affected individuals promptly.

4. Reporting (Within 72 Hours)

i)   ICO Notification – If required, submit a breach report via the ICO website within 72 hours of becoming aware.
ii)   Inform Individuals – If there is a high risk to their rights and freedoms, contact them directly with clear advice.

5. Containment & Recovery

· Secure systems and data.
· Retrieve or delete compromised data where possible.
· Monitor for further issues.

6. Review & Prevention

· Investigate root cause.
· Update policies, training, and security measures.
· Record the breach and actions taken in the Breach Log (kept for 6 years).

7. Key Contacts

[bookmark: _GoBack]Data Protection Lead; Ann Phelan, clerk@cuerdenparishcouncil.org.uk 
ICO Helpline: 0303 123 1113
ICO Website: www.ico.org.uk
Adopted by: Cuerden Parish Council

Signed: ___________________________    (Chair)       Date: ___________________________
